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1. Purpose and Use
Use this guidance to establish an information security policy that gives clear direction, convert policy commitments into measurable objectives and select indicators that support management decisions. Keep the framework proportionate to the organization’s risk, scope and operating model.
2. References
• ISO/IEC 27001:2022 and ISO/IEC 27001:2022/Amd 1:2024.
• Organization’s ISMS scope, risk assessment, SoA, risk treatment plan, legal/contractual obligations and management review outputs.
3. Information Security Policy - Practical Design
A useful policy is short enough to communicate, specific enough to guide decisions and stable enough to remain relevant between routine document reviews. It should provide direction rather than duplicate technical standards or operating procedures.
	Policy Element
	Practical Content

	Purpose / direction
	Why information security matters to the organization and what the policy is intended to support.

	Scope / applicability
	Who and what the policy applies to, aligned with the ISMS scope and organizational context.

	Core commitments
	Protection of information; applicable obligations; risk-based control; continual improvement; appropriate resources and responsibilities.

	Leadership expectations
	Management accountability, integration with business processes and support for security culture.

	Individual responsibilities
	Requirement to follow controls, protect information, complete awareness/training and report events/incidents.

	Policy governance
	Owner, approval, communication, availability and planned review.



4. Policy Deployment
• Approve the policy at an appropriate management level.
• Communicate it in a form employees and relevant external parties can understand.
• Translate high-level commitments into procedures, standards, roles, objectives and controls.
• Use onboarding, awareness, management communication and supplier/customer channels where relevant.
• Review after significant context, legal, technology, incident or business changes as well as on the planned review cycle.
5. Setting Information Security Objectives
Objectives should address the organization’s security priorities and support intended ISMS outcomes. A small set of well-owned objectives is usually more useful than a large list that is not actively managed.
	Objective Component
	Question to Answer

	Outcome
	What security result are we trying to achieve?

	Measure
	How will progress or success be measured?

	Baseline / Target
	What is the current position and desired result?

	Owner
	Who is accountable for the result?

	Actions / Resources
	What must be done and what resources are needed?

	Timeframe
	By when should the target be achieved?

	Review / Escalation
	How often will performance be reviewed and what triggers action?



6. Indicators - What to Measure
Indicators should help management understand whether security arrangements are operating, improving and controlling meaningful risk. Avoid metrics that are easy to count but do not support decisions.
	Indicator Type
	Examples of Practical Measures

	Risk
	High residual risks; overdue risk treatments; risks outside acceptance criteria.

	Access
	Privileged access reviews completed; overdue leaver access; stale/high-risk accounts.

	Vulnerability / Patch
	Critical vulnerabilities past target; remediation cycle time; asset coverage.

	Incident
	Material incidents; detection/response time; recurring incident causes; overdue actions.

	Awareness / People
	Awareness completion; phishing/simulation trends where used; role-based training completion.

	Backup / Resilience
	Backup success; restore-test success; overdue recovery tests; recovery exceptions.

	Supplier
	High-risk supplier reviews completed; overdue remediation; contractual security coverage.

	Audit / CAPA
	Audit completion; overdue findings; corrective-action recurrence; closure effectiveness.

	Objective / Improvement
	Objective attainment; improvement actions completed; benefit/effectiveness indicators.



7. Starter Indicator Register
	Indicator
	Formula / Basis
	Owner
	Review
	Example Trigger

	Overdue high-risk treatments
	Count of high-risk treatment actions past due
	ISMS Manager
	Monthly
	Any overdue item

	Critical vulnerability ageing
	Count/age of critical vulnerabilities beyond target
	IT / Security
	Weekly/Monthly
	Exceeds approved remediation target

	Access review completion
	Completed required reviews / scheduled reviews
	System / Process Owners
	Quarterly
	Below target completion

	Security incident action closure
	Actions closed on time / actions due
	Incident Owner
	Monthly
	Repeated overdue actions

	Security awareness completion
	Completed required training / assigned population
	HR / Security
	Monthly
	Below target by due date

	Internal audit action ageing
	Open finding age and overdue count
	ISMS Manager
	Monthly
	High-risk/major finding overdue

	Supplier security review coverage
	Completed required reviews / high-risk suppliers
	Procurement / Security
	Quarterly
	Coverage below target

	Restore test success
	Successful restore tests / planned tests
	IT
	Quarterly
	Failed or overdue critical restore test



8. Targets and Thresholds
Set targets using risk appetite, regulatory/contractual expectations, service criticality, historical performance and practical capability. A target should drive the right behaviour; avoid setting “zero” targets where they encourage under-reporting or unrealistic concealment of normal operational events.
	Threshold Type
	Use

	Target
	Desired level of performance or completion.

	Warning / Attention
	Early signal requiring review before the target is missed or risk becomes unacceptable.

	Escalation
	Condition requiring management attention, risk decision or corrective action.



9. Data Quality and Ownership
• Define a named owner for each indicator and its data source.
• Use consistent formulas and reporting periods so trends are comparable.
• Keep evidence for material metrics where decisions or audit conclusions depend on the data.
• Explain exclusions, data gaps and denominator changes.
• Avoid combining unrelated populations into one metric when the result can hide material risk.
10. Review and Management Action
Indicators should be reviewed at a frequency appropriate to the risk. The objective is not to produce charts; it is to identify when management decisions, resources, corrective action, risk treatment or control changes are needed. Material trends and objective performance should feed management review.
11. Common Pitfalls
	Pitfall
	Better Practice

	Policy is copied from a generic template.
	Adapt commitments and responsibilities to actual scope, risk and governance.

	Objectives are activities such as “implement MFA”.
	Express the intended security outcome and use implementation tasks as the action plan.

	Too many KPIs are reported.
	Use a focused set with clear owners and decision thresholds.

	Only positive metrics are shown.
	Include exposure, ageing, exceptions and recurrence where they help management see risk.

	Targets are changed when missed.
	Record the miss, understand the cause and change the target only when justified by a new decision/context.
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