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1. Purpose and Use
Use this guidance when preparing, conducting, reporting or following up an internal information security audit. It complements the Internal Information Security Audit Procedure and focuses on practical audit methods, evidence quality, security-sensitive handling and defensible findings.
This document is guidance rather than a fixed script. Adjust audit depth to the audit objective, information security risk, control criticality, recent change, incident history, prior findings and available evidence.
2. References
• ISO/IEC 27001:2022 and ISO/IEC 27001:2022/Amd 1:2024.
• ISO/IEC 27002:2022 for information security control guidance.
• ISO 19011:2026 for management-system audit guidance.
• ISMS scope, risk register, Statement of Applicability (SoA), risk treatment plan and applicable internal security requirements.
3. Auditor Mindset
	Principle in Practice
	What the Auditor Should Do

	Integrity
	Be factual, professional and transparent. Do not alter conclusions to satisfy management, the auditee or a technical owner.

	Objectivity
	Avoid auditing your own work where this could affect impartiality; disclose conflicts and apply safeguards.

	Evidence-based approach
	Base conclusions on verifiable records, system state, observations, interviews and reproducible samples.

	Risk-based approach
	Spend more audit effort where control failure could materially affect confidentiality, integrity, availability, legal/contractual obligations or resilience.

	Confidentiality
	Collect only evidence needed for the audit and protect sensitive technical, personal or security information.

	Professional judgement
	Distinguish a control weakness from a preference. Do not convert personal design opinions into audit criteria.



4. Preparing the Audit
	Task
	Practical Guidance
	Output

	Confirm objective, scope and criteria
	Define processes, locations, systems, evidence period, relevant clauses/SoA controls and internal requirements.
	Audit brief

	Review risk information
	Review high risks, SoA applicability, treatment actions, accepted risks and material control dependencies.
	Risk-focused audit trails

	Review change and incident history
	Check significant technology/business changes, security events, breaches, vulnerabilities, supplier changes and prior findings.
	Focus areas

	Select evidence samples
	Choose representative users, systems, incidents, suppliers, changes, backups, access reviews or other populations based on risk.
	Sampling plan

	Confirm evidence handling
	Agree approved repositories, screen-sharing methods, restrictions on screenshots/log exports and retention of audit evidence.
	Secure audit arrangements



5. Collecting Objective Evidence
	Method
	How to Use It
	Watch For

	Interview
	Ask process owners and operators to explain actual practice, exceptions and escalation. Follow with “show me” evidence.
	Verbal claims unsupported by records or system state.

	System / configuration review
	Observe relevant configuration or reports through approved access. Record sufficient detail without unnecessarily copying sensitive information.
	Screens selected only to show the desired state; test samples and exceptions.

	Record review
	Sample tickets, approvals, logs, access reviews, incidents, vulnerability remediation, supplier reviews, backups, training and risk records.
	Late completion, back-filled records, unexplained exclusions, inconsistent population.

	Observation
	Observe physical, operational or technical activities where useful.
	Workarounds, shared credentials, uncontrolled media, insecure handling or bypassed approvals.

	Trace an audit trail
	Follow a user, incident, change, supplier, vulnerability or asset from initiation through control completion.
	Control breakdowns at process or system interfaces.



6. Sampling - Practical Rules
Sampling should be purposeful and proportionate. A small sample can support a conclusion about the sampled evidence, but it does not prove every item in the population conforms. Increase the sample when evidence is inconsistent, exceptions are common, control automation is unreliable, prior issues exist or the control protects high-value information/services.
	Sample Dimension
	Examples

	Time
	Current period plus an earlier period to test sustained operation.

	User population
	Privileged users, joiners, movers, leavers, service accounts, contractors.

	Technology
	Critical systems, cloud platforms, endpoints, network/security devices, backup services.

	Event type
	Normal changes, emergency changes, failed backups, security alerts, incidents, vulnerability exceptions.

	Supplier / location
	High-risk providers, outsourced services, different sites or remote-work scenarios.



7. Practical Interview Prompts
• Show me how this control works in normal operation and what happens when it fails.
• What tells you who must approve this activity, and where is that approval recorded?
• How do you know the complete population has been reviewed, not only selected items?
• What changed since the last audit, incident or risk assessment?
• What exceptions exist, who accepted them and when will they be reviewed?
• Show me a recent failure, alert or nonconformity and how it was handled.
• How is this control monitored and what triggers escalation?
• What evidence demonstrates the control remains effective over time?
8. Handling Sensitive Audit Evidence
	Risk
	Good Practice

	Passwords, secrets, keys or tokens
	Do not request or reproduce secrets. Verify existence/control using safe demonstrations or metadata.

	Personal data
	Record only the minimum information needed to support the audit conclusion; mask or reference source records where possible.

	Vulnerability / penetration details
	Store evidence in restricted repositories and avoid exposing exploit detail in broadly distributed reports.

	Security logs / configurations
	Capture only necessary attributes, dates, IDs or references. Use controlled screenshots/exports only when authorized.

	Incident evidence
	Follow incident/legal handling requirements and restrict distribution to authorized recipients.



9. Evaluating Evidence and Writing Findings
A defensible nonconformity contains three elements: the applicable criterion, objective evidence and the demonstrated gap. If the evidence shows no criterion failure, use an OFI only where a practical strengthening opportunity exists.
	Element
	Record

	Criterion
	Applicable ISO/IEC 27001 requirement, approved internal requirement, SoA-linked control requirement, legal/contractual requirement or other agreed criterion.

	Evidence
	Specific sample, record reference, date, system state, interview corroboration or observation.

	Gap
	Clear factual statement of what was not fulfilled. Avoid blame, speculation or unsupported security impact claims.

	Impact / risk link
	Where useful, reference the security/business impact or relevant risk without turning the audit into a new risk assessment.



10. Finding Classification
	Classification
	Practical Use

	Conformity
	Evidence supports that the applicable criterion is met.

	Opportunity for Improvement (OFI)
	No nonconformity is demonstrated, but a useful strengthening opportunity is identified.

	Minor Nonconformity
	A limited failure to meet a criterion without evidence of a broad/systemic breakdown.

	Major Nonconformity
	A significant or systemic failure, absence of an essential ISMS requirement/control, or repeated unresolved condition that materially undermines conformity/effectiveness.



11. Closing, Reporting and Follow-up
	Stage
	Good Practice

	Closing meeting
	Present conclusion and findings clearly, confirm factual accuracy, record material disagreement and explain follow-up expectations.

	Audit report
	State scope, criteria, coverage, sampling limitations, conclusion and findings. Reference sensitive evidence rather than reproducing it unnecessarily.

	Corrective action
	The control/process owner addresses immediate correction as needed, evaluates cause and implements proportionate corrective action.

	Verification
	Verify implementation and effectiveness based on significance. Do not close solely because a procedure was updated.

	Escalation
	Escalate material security exposure or overdue significant findings through risk, incident and ISMS governance routes as appropriate.



12. Common Audit Mistakes to Avoid
	Avoid
	Use Instead

	Checklist-reading without following evidence trails.
	Use the checklist as coverage support, then trace risks, systems, records and exceptions.

	Accepting policy existence as implementation evidence.
	Verify operating records, system state and control results.

	Requesting excessive sensitive evidence.
	Collect the minimum evidence necessary and record references where possible.

	Writing “best practice” as a mandatory criterion.
	Use agreed audit criteria; record optional strengthening ideas as OFIs.

	Closing a finding after document update only.
	Verify implementation and, where relevant, effectiveness.



13. Auditor Quick Reference Checklist
	Before
	During
	After

	[ ] Scope / criteria confirmed
	[ ] Opening meeting completed
	[ ] Findings fact-checked

	[ ] Risk / SoA reviewed
	[ ] Sensitive evidence protected
	[ ] Closing meeting completed

	[ ] Changes / incidents reviewed
	[ ] Samples traceable
	[ ] Report issued

	[ ] Sampling plan prepared
	[ ] Criterion + evidence + gap used
	[ ] Actions tracked

	[ ] Objectivity confirmed
	[ ] Limitations recorded
	[ ] Effectiveness verified before closure



14. Related Documents
• Internal Information Security Audit Procedure
• Internal Information Security Audit Report
• Internal Information Security Audit Checklist
• Information Security Risk Register
• Statement of Applicability
• Corrective Action Request
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